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HSS Networking Guide

Introduction

Networking any application and set of computersis always challenging. Before you can expect to successfully set up HSS for multi
user operation you must ensure that your network is operational. This document is not intended to teach you how to connect and
configure a computer network. It 1S intended to show you how to configure HSS to operate on a network that is already operating
correctly.

To enable networking and multi user support for HSS, you must carefully apply the following settings.

1. Designate a Windows 2000 or Windows XP computer as the server computer. The “Server” is the computer
where the data will be stored and central processing occurs. In general this computer should NOT be used as a
workstation. You can also use a Windows NT 4.0 (Service pack 6 or higher) computer as the server.

2. Install HSS on the server computer
3. Start HSS on the server computer to allow it to create the default databases
4. Exit from HSS on the server computer

5. Onthe Server computer, create user accounts for each user that will access the HSS system. The password and
User ID should be EXACTLY the same as the user will use to log on to the workstation they will be using. This is
done via “Start button / Settings / Control panel / Computer management / Local users and groups”. When you
create the user records make sure to assign sufficient privileges so they can access the data. You can ensure
they can access the data by making each user a member of the “Administrators” group (NOTE: This may not be
appropriate in all situations since from a security perspective).

6. On the server, share the folder (or the entire drive) where HSS is installed and make sure the users you have
entered will have sufficient read / write access to the folder.

DCOM Configuration

The next portion of HSS Network setup configures the DCOM setting on the server to allow access from workstations to
the HSS server system. DCOM (“Distribution Component Object Model”) is a Microsoft technology that allows software
components to communicate across a network.

Start the DCOM configuration utility:
1. Click the “Start” button on the task bar
2. Click “Run”
3. Intext box, enter the word DCOMCNFG and then click the OK button.

The DCOM configuration should start within a few seconds. It may prompt you to add some missing information to the
registry and you can respond OK to allow that to occur.
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HSS Networking Guide

DCOM Main configuration screen
Make sure each setting is set as show in the example below:
Distributed COM Confiquration Properties 7] x|

Applications  Detaul Froperies | Detoult Security | Dafaut Protocols |

I™ Ensble COM Intemet Sarvices on this computer
— Detsult Distribuled COM communicaion properies
The Autherfication Lesel specifies secuty al the packet lewel
Diafaul Authandcetion Lewveal:

|'l:|:|r'|nec1 H

The Imperzonation Levsel specifies whether applcations can determing
who is calling ®iem. and whather the apphcation can do operations
usang the chert's identib.

Defauli fnpersonalion Level:

ety =l

™ Provide sdditional security for reference racking

oK Concal | eppl

Figure1- DCOM Default properties
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HSS Networking Guide

DCOM settings for the HSS server
Specific properties need to be applied to the HSS Server system. Select “HSSsvr” from the list and click the “ Properties’ button.
Distributed COP Configuration Properties x|

Applcationg |l]ehui Properies | Defeull Sacurfy | Detaut Profocoks |

Applicalons / Look in the list for the first HSSsvr object.

[E00C1 01 C-DDD0-000i-C0-000 0 D004 E) = Usually it is named HSSsvr.dbStatus, but it
{\BE1FTEE-5510-1 1 D1-B7 26-00CI4FESL GAF) could be different. Just select the first one
{£31 60324-2278-101 B-IEBE-DAANDIBATING} that says HSSsvr

Adodie Acrobist Document
Ageet 2000 Class ) i i )
&1 Bnoige _ Click on it and then click the “Properties”
CORSCAN EXPLORECOMBO button to open the setting for the HSS

COkds Event System :
ComEvests ComSenacsEvanis Server object.

Conal PHOTO-FAINT B0 mags
ConsDFRAW 5.0 Graphic

Lnralinis Sinmaaion A
LCust=iag Class

Detrag FAT engina
Datrag MNTFS angine
Ewvani Object Change

HS S Wied Raot =|

Ergpees |

Figure2 - Selecting HSS server object
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HSS Server General Settings
Select Connect as the authentication level as shown below

HSSswr bSlalus Prijserlies

Ik
Geners! | Location | Securty | iderty | Endpaints |

Gieneral properias al iz DOOM appécation

Application name HE Bzt dbStatus

Agplication fype local sarses

Ayrfhenticetion Level -

Local pat CAHSSY HHS Sawr axe
Set authentication level to
“Connect”

ok Concal |

Figure 3 - HSS Server - setting authentication level
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HSS Networking Guide

DCOM HSS application location:

Make sure to specify that the application should run on THIS computer only.
HEGsur dbStatus Properties _'[Jﬂ

Genaral Locsfian | Sacurity | Identty | Endpaints |

Thie fallcwing setbrgs allos DCOK o lecete the cores compiber for this
applcation. ¥yow make mane tan ona salection. ten DCOM usas the firet
appicable one. Clhant applications mey cvemde your selecions

Make sure thisisthe ONLY
where e datn is located checkbox that is selected.

F Run applicedan anthis computer

I Run epplication an tha following computar:

o Cancel sy |

Figure4 - HSS Server —location setting
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DCOM HSS HSS Server Launch and Access permissions

These screens let you specify who can access and launch the HSS server from workstations. To make it smple to set up, we will
specify the “Everyone” user group to which all users are members. Note that this may not be appropriate in large computer

networks for obvious security reasons.

2| x|
Genaral | Locsian  Secuy | identay | Endpaints | P———
permissions
Egit |
= Lze fugtom laurch pedqpissiong
“rau men edil wio can launch this applcation.
Edil, Click the edit button to
configure the user list for
Access permissions
= Lise dafaull configunaton parmissarns
™ Use custom conbgusaton pamissnans
bkl devgbiiedian bl bbb iostinios | Click the edit button to
| on
it ] configure the user list for
Launch permissions
oF. concel | aepw |
Figure5- HSS Server launch and access per missions
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HSS Networking Guide

Settings for “Access permissions”, and “Launch permissions”.

These two screens are displayed when you selected the edit button on the Security tab (previous screen). Use the Add
button to select entries that match those in the screen shots.

Ergistry Yalue Permissions H
Regisiny Value AccassPerm|ssion Y ou want to see the “Everyone”
Cremer  Flick [Fick Mspear) user inthislist
Bdam

Click the ADD button to select
the “Everyone” user from alist
(if not already present).

Tyvpe ol Access. |Nlcrwy j

[ oK Conce! | add | Bemowe | Help |

Figure6 - HSS Server — Adding the* Everyone” user group to the Access permissions list

Ergistry Yalue Permissions ﬂ
: Y ou want to see the “ Everyone”
Fiegisine Value  LaunchPerm O
i e et user in thislist
Craner  Acoount Linknown
Blame
e INTERACTIVE Allow Launch
& SrSTEM Afiow Launch
EF TECUEMTINAdministratons Alow Launch

Click the ADD button to select
the “Everyone” user from alist
(if not already present).

Type ol Access. |NIEWL:;n}I\/ =
[ or ] cowel | 2o |  Bemowe | Help |

Figure7 HSS Server — Adding the“ Everyone” user group to the Launch permissions list
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Setting the Identity under which the HSS Server runs.
This is VERY IMPORTANT. Select the Identity tab, and configure it as shown below.

Click the browse button to select the “ServerName\Administrator” for your machine. The “ServerName” will be the name

you have given your computer. We highly recommend you use the ADMINISTRATOR user on the Server to ensure the
HSS server has full access to the system.

HeSswr dbhStatus Proper ties 7] x| ALWAYS salect the “ This User”
General | Location | Sscunty Identity | & : | option.

Wehich user acoount do v ward ko use 1o run this applhcation? _Fajlureto corre(_:tly do thiSW_i” cause
incorrect operation and possibly
corruption of your data.

™ The jrésracihe et

 The launching use Use the browse button to select the
“Administrator” user on the Server

: computer. ServerName will be

F This yse

S replaced by the name of the Server
Llsgr Sgrsartlame’idminisreton Browss | computer.
Ee=gwond: L

Cgnlitn Passwon

Enter the password for the
Administrator account on the Server
computer.

i o, Cancel Apph

Figure 8 - Setting the I dentity under which the HSS Server runs

Finally, click the Apply and then the OK buttons to save all the changes.

Then click the OK button on the main DCOM configuration screen to save and close the DCOM configuration utility.
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Accessing the HSS server from your client workstations:

HSS allows you to work with a database located on the local workstation or on ANY PC that hasHSS installed and has the
appropriate DCOM settings as shown above.

To access the HSS server of your choice do the following:

1. Start HSS on the client PC

2. HSS may indicate that no show exists yet and ask you if you want to create one. If it does, simply Reply “NO”
since it is asking if you want to create a show on the local PC.

3. Inthe “Open Show” form, click the “Change Server” button. This will allow you to tell the workstation PC where
the HSS server is located that you want to access. Note that you can configure multiple HSS servers on your
network!

4. When you are prompted for the server address, you can either enter the name of the Server computer OR the
TCP/IP address of the server computer.

Click the “ Change Server”
button to select a different
HSS server computer.

HSS Server: tswabl  Folder; <Default>

ook Eariaad i websc] datsbane lokds:
* D et e Sroen [aie S Firnshed
Gl ol
heprid
Upparsills Juncer
#*

D ehek bn chidrgs b &
diffarard lokdar Cimalm & kokdar on
Hrom chel dbman soma | Hhes " 1o
bk,

[0 24200 1056 M
Figure9 - Changing the HSS server in use by a workstation
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